information or any of the other intelligence information pertaining to al-Mihdhar and
al-Hazmi, prior to September 11, 2001. As a result, the FBI missed the opportunity to
task a uniquely well-positioned informant -- who denies having any advance
knowledge of the plot --- to collect information about the hijackers and their plans
within the United States].

The Phoenix Electronic Communication

5.e. On July 10, 2001, an FBI Phoenix field office agent sent an “Electronic
Communication” to 4 individuals in the Radical Fundamentalist Unit (RFU) and two
people in the Usama Bin Ladin Unit (UBLU) at FBI headquarters, and to two agents
on International Terrorism squads in the New York Field Office. In the
communication, the agent expressed his concerns, based on his first-hand knowledge,
that there was a coordinated effort underway by Bin Ladin to send students to the
United States for civil aviation-related training. He noted that there was an
“inordinate number of individuals of investigative interest” in this type of training in
Arizona and expressed his suspicion that this was an effort to establish a cadre of
individuals in civil aviation who would conduct future terrorist activity. The Phoenix
EC requested that FBI Headquarters consider implementing four recommendations:

e accumulate a list of civil aviation university/colleges around the country;

e establish liaison with these schools;

e discuss the theories contained in the Phoenix EC with the Intelligence Community; and
consider seeking authority to obtain visa information concerning individuals seeking to
attend flight schools.

However, the FBI headquarters personnel did not take the action requested by the Phoenix
agent prior to September 11, 2001. The communication generated little or no interest at
either FBI Headquarters or the FBI’s New York field office.

The FBI Investigation of Zacarias Moussaoui

5.f. In August 2001, the FBI’s Minneapolis field office, in conjunction with the INS,
detained Zacarias Moussaoui, a French national who had enrolled in flight training in
Minnesota. FBI agents there also suspected that Moussaoui was involved in a
hijacking plot. FBI Headquarters attorneys determined that there was not probable
cause to obtain a court order to search Moussaoui’s belongings under the
Foreign Intelligence Surveillance Act (FISA). However, personnel at FBI
Headquarters, including the Radical Fundamentalism Unit and the National Security
Law Unit, as well as agents in the Minneapolis field office, misunderstood the legal
standard for obtaining an order under FISA. As a result, FBI Minneapolis Field
Office personnel wasted valuable investigative resources trying to connect the
Chechen rebels to al-Qa’ida. Finally, no one at the FBI apparently connected the
Moussaoui investigation with the heightened threat environment in the summer of
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