in a January 2000 meeting in Malaysia, hijacker Khalid al-Mihdhar. As was explained in the
section of this report devoted to that meeting, these communications fell below NSA’s reporting

threshold].

NSA officials described the threshold as a subjective standard that can change every day.
It is a product of several factors including the priority of the intelligence topic (for example, threat
warnings have the highest priority), the level of customer interest in a particular subject, the
perceived value of the information, and the amount of intercept available for analysis and
reporting. In short, analysts have considerable discretion in reporting information, especially

when it is fragmentary or obscure.

A major concern of NSA customers is that this winnowing process is not sufficiently well
informed to avoid leaving potentially vital but seemingly irrelevant information on the “cutting
room floor,” particularly with regard to targets like al-Qa’ida where the smallest piece of
information may fill in the mosaic of the organization and its plans. To make well-informed
decisions about what to report, NSA needs detailed knowledge about how raw intercept data might
respond to customer needs. NSA deploys many analysts to customer agencies to understand their
needs and help them shape NSA reports. This is an important, but not complete solution to the

problem.

NSA officials complained to the Joint Inquiry that its customers rarely reciprocate by
assigning analysts to NSA to access its information, including raw intercepts. An NSA
counterterrorism supervisor noted that the productivity of NSA analysts was substantially
increased when a CIA analyst with access to Directorate of Operations cables was detailed to

NSA.

NSA officials are concerned about sharing raw intercepts in large part because some
intercepts contain information about “U.S. persons” that NSA must protect under “minimization
procedures” established by the Attorney General and the Foreign Intelligence Surveillance Court.

It is not practical to review all raw traffic to strip off this information, and minimized
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