[In late 1999, NSA analyzed communications involving a suspected terrorist
facility in the Middle East that included the names of Khaled and Nawaf. At this time,
NSA did not associate the latter individual with the Nawaf al-Hazmi it had learned about
in early 1999. Later, the two individuals [-] were determined to be Khalid al-Mihdhar
and Nawaf al-Hazmi, now known to be two of the September 11 hijackers. [

———]. This information was passed to the CIA as well as the FBI in late 1999. In
early 2000, NSA also [ ] passed additional

information about Khalid to the CIA, FBI, FAA, the Departments of State, Treasury,

Transportation, and Justice, and others in the U.S. Government].

Malaysia Meeting and Travel of al-Qa’ida Operatives
to the United States

5.b. The Intelligence Community acquired additional, and highly significant,
information regarding Khalid al-Mihdhar and Nawaf al-Hazmi in early
2000. Critical parts of the information concerning al-Mihdhar and al-Hazmi
lay dormant within the Intelligence Community for as long as eighteen
months, at the very time when plans for the September 11 attacks were
proceeding. The CIA missed repeated opportunities to act based on the
information in its possession that these two Bin Ladin-associated terrorists
were traveling to the United States, and to add their names to watchlists.

Discussion: [By early January 2000, CIA knew al-Mihdhar’s full name and that it
was likely Nawaf’s last name was al-Hazmi, knew that they had attended what was
believed to be a gathering of al-Qa’ida associates in Malaysia, was aware that they had
been traveling together, and had documents indicating that al-Mihdhar held a U.S. B-1B-
2 multiple entry visa that would allow him to travel to and from the United States until
April 6, 2000. CIA arranged surveillance of the meeting and the DCI was kept informed

as the operation progressed].

Despite having all this information, and despite the republication of CTC
guidance regarding watchlisting procedures in December 1999 (see Appendix, “CTC
Watchlisting Guidance — December 1999”), CIA did not add the names of these two
individuals to the State Department, INS, and U.S. Customs Service watchlists that are

used to deny individuals entry into the United States. The weight of the record also
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