officials check visa applicants or U.S. arrivals against lists of suspected terrorists and other
undesirables. With respect to suspected terrorists, the TIPOFF database is populated principally
through the submission of names from the CIA. Crucially, however, without CIA input, these
officials cannot do their job — and even terrorists known to the CIA will be able freely to acquire

visas and be granted entry if the CIA has neglected to share their names with TIPOFF.

Alarmingly, this is apparently precisely what happened for years, because CIA was
unwilling to share more than a small fraction of its information about suspected terrorists with
State and INS. Based upon clear internal guidance issued on December 11, 1999, the CIA was
required to pass to the TIPOFF program the names of all persons it suspected of being
terrorists.”* Before September 11, however, the Agency did not consistently do this. Instead, it
often provided the names of suspected terrorists to TIPOFF if the CIA already had information
indicating that the terrorist planned to travel to the United States.”> Because of the practical
impossibility of knowing the personal travel plans, in advance, of every suspected terrorist in the
world, this inevitably meant that the CIA withheld hundreds or perhaps thousands of names from
the TIPOFF database — names of persons who were thus free to obtain U.S. visas and walk

through INS booths without notice. Indeed, even though it signed an explicit Memorandum of

24 CIA Office of Congressional Affairs Liaison Officer Gary Dionne, unclassified telephonic
communication to SSCI Minority Counsel Christopher Ford (December 9, 2002). The text of the
December 11, 1999 guidance, however, is still classified.

25

CIA officials have informed SSCI staff that this occurred because State Department officials felt
overly burdened with having to process all the names. Their account, however, is not consistent
with the State Department complaints about CIA practice recorded by the JIS. See, e.g., JIS,
written statement presented to SSCI/HPSCI joint hearing (September 20, 2002), at 15. In any
event, it is clear that the “rules of the road” involved the CIA passing comparatively few names in
violation of its own rules: by no one’s account were the 1999 guidelines actually consistently
followed as written.
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